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Abstract: This chapter presents a framework for multi-biometric
match score fusion when non-ideal conditions cause conflict in the
results of different unimodal biometrics classifiers. The proposed
framework uses belief function theory to effectively fuse the match
scores and density estimation technique to compute the belief assign-
ments. Fusion is performed using belief models such as Transferable
Belief Model and Proportional Conflict Redistribution rule followed
by the likelihood ratio based decision making. Two case studies on
multiclassifier face verification and multiclassifier fingerprint veri-
fication show that the proposed fusion framework with PCR5 rule
yields the best verification accuracy even when individual biometric
classifiers provide conflicting match scores.
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17.1 Introduction

The performance of the biometric recognition algorithms depends on several factors
such as biometric modality, application environment, and database. For example,
the performance of fingerprint recognition algorithms depend on the quality of fin-
gerprint to be recognized, the resolution and the type of the fingerprint sensor, and
the number of features present in the image. The face recognition algorithms require
good quality images with representative training database. Signature biometrics de-
pend on the type of pen and mode of capture. Variation in any of these factors often
lead to poor verification performance. To overcome this problem, researchers have
proposed the use of multi-biometrics for recognition. Multi-biometrics combines two
or more biometric modalities and it has been established that fusion of multiple bio-
metric evidences enhances the recognition performance [12, 19]. Biometric fusion can
be performed at data level, at feature level, at match score level, at decision level,
or at rank level. Data level fusion combines raw biometric data such as infrared and
visible face images. Feature level fusion combines multiple features extracted from
the individual biometric data to generate a new feature vector which is subsequently
used for recognition. In match score fusion, the features extracted from individual
biometric are first matched to compute the corresponding match scores which are
then combined to generate a fused match score. In decision level fusion, decisions
of individual biometric classifiers are fused to compute a combined decision. Rank
level fusion involves combining identification ranks obtained from multiple unimodal
identification systems. Further, multi-biometrics can be a multiclassifier system, a
multi-unit system, or a multimodal system. In multiclassifier systems, different clas-
sifiers are used to extract different types of features to perform matching and fusion.
For example, in face biometrics, global and local facial features can be extracted us-
ing different classifiers/algorithms and then information can be fused. In multi-unit
system, multiple samples of the same biometrics are used for feature extraction and
fusion. For example, texture features can be extracted for both left and right iris im-
ages and then information from these images are combined. In multimodal system,
information from two or more modalities are combined, e.g. face-fingerprint bimodal
system.

In this research, we focus on match score fusion to enhance the performance of
biometric systems. Existing biometric match score fusion algorithms can be divided
into three categories: statistical fusion algorithms, learning based fusion algorithms,
and belief function theory based fusion algorithms. Statistical fusion algorithms are
based on statistical rules such as AND rule, OR rule, and SUM rule [15]. Learning
based fusion algorithms use learning techniques such as support vector machine and
neural network to train the fusion algorithm and then use the trained model to decide
whether an individual is genuine or an impostor [2]. Belief function theory based
fusion algorithms [18, 21] use the match scores to compute the belief assignments and
then combine them. Existing evidence based fusion algorithms use Dempster Shafer
(DS) theory [16, 33] and Dezert Smarandache (DSm) theory [5, 6] in which match
scores are considered as evidence over a frame of discernment.
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A major problem with statistical and learning based multi-biometric fusion algo-
rithms occurs when different biometric classifiers generate highly conflicting results
for the same individual. Specifically, if one classifier strongly supports one hypothesis
and the other classifier strongly rejects the same hypothesis. For example, in a face
and fingerprint based bimodal biometric system, variance in image capture, image
quality, lighting conditions, facial expressions, and sensor noise could generate a face
match score of 0.8 (perfect accept is 1) and a fingerprint match score of 0.2 (perfect
reject is 0). Existing fusion algorithms may not be able to handle such conflicting
information and degrade the performance drastically. Further, belief function theory
based fusion algorithms are computationally expensive. To address these issues and
improve the verification performance of a biometric system, we propose a framework
for multi-biometric fusion which combines the belief function theory with statisti-
cal methods. Further, density estimation technique is used for computing the belief
models such as DS theory, Transferable Belief Model (TBM) [23, 25], DSm fusion,
and Proportional Conflict Redistribution (PCR) rule [6] for information fusion, and
likelihood ratio for decision making.

Section 17.2 briefly presents the fundamental concepts and notations involved
in the belief function theory based fusion algorithms. Section 17.3 describes the
proposed biometric match score fusion framework and Section 17.4 describes the al-
gorithms and databases used for evaluation. Sections 17.5 discuss the experimental
results of the proposed fusion framework. Section 17.6 briefly presents the concept
of a biometric unification framework.

17.2 Overview of belief function theory based fusion
algorithms

Belief function theory or the theory of evidence is a theoretical framework for rea-
soning with imperfect data. It is a generalization of probability theory and includes
many approaches of reasoning under uncertainty. Examples of such approaches are
Dempster Shafer theory, Transferable Belief Model, Dezert Smarandache fusion, and
Proportional Conflict Redistribution rule. In this section, only the main concepts
and notations of DS theory, TBM, DSm fusion, and PCR rule are presented for a two
class - two classifier problem. A detailed explanation of belief function theory can be
found in [16, 31].

Let m € [0,1] be a mapping function and © = {61,602} be the frame of discern-
ment that represents the finite set of exhaustive and mutually exclusive hypothesis.
Probability theory, as mentioned before, is the basis of belief function theory. Be-
lief function, also known as the basic probability assignment, (bpa) is defined as
m(:) : © — [0, 1], such that m(01) + m(f2) = 1. Here, m(0:1) represents the belief of
data belonging to class 61 and m(602) represents the belief of data belonging to 2.
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In the probabilistic framework, basic fusion rule is sum rule as defined in Equations
(17.1) and (17.2) (for two information sources).

m1(01) +m2(61)

5 (17.1)

mfused(gl) =

mpusealty) = 202 a02) (7.2

The basic sum rule fusion, though effective for simple non-conflicting cases, is not

very effective for imprecise, uncertain, and conflicting cases. To address the limita-

tions of the sum rule, approximate reasoning approach based fusion rules including

DS theory, TBM and DSm fusion have been proposed. In DS theory, belief func-

tions have been computed on the power set of © (i.e. 2°) and Dempster’s rule of
combination [16, 33] for fusing two information sources, X and Y, is defined as,

Z(X,Yeze),(me:A) m(X)m(Y')

11— Z(x,yeze),(xmf:@) m(X)m(Y)

Although DS theory based fusion has been efficiently used for many practical ap-
plications, it has some limitations. As presented by Zadeh [34], Dubois and Prade [7],
Voorbraak [31], and Dezert and Smarandache [6], DS theory is not reliable when con-
flict between the sources is very large. To circumvent the limitations of DS fusion
algorithm, researchers have proposed several other models. Smets proposed the trans-
ferable belief model [23] that quantitatively represents the epistemic uncertainty. Ac-
cording to Smets, the TBM conjunctive combination rule for fusing two information
sources, X and Y, can be represented as,

mps(A) = (17.3)

mrem(A) = > m(X)m(Y) (17.4)
X,Ye2®
Recently, Dezert and Smarandache proposed a fusion algorithm using plausible
and paradoxical reasoning [6] that addresses the limitations of DS theory and includes
Bayes theory and DS theory as special cases. It operates on the hyper-power set
defined as D® = {0,61,62,0: Uf2,6: NO:}. This algorithm uses generalized basic
belief assignment (gbba) on © which is defined as m(-) :D® — [0, 1] such that

m(f) =0
m(01) + m(02) +m(61 U 0) +m(01 Nba) =1 (17.5)

For fusing two information sources, X and Y, the DSm rule of combination [5] is
defined as,

mae)(A) = P(A) [S1(A) + 52(A) + S3(A)] (17.6)

where, M(©) is the model over which DSm theory operates and 1 (A) is the char-
acteristic non-emptiness function of A which is 1 if A ¢ { and 0 otherwise. S1(A),
S2(A), and S3(A) are defined as,
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S1(4) = Z(x,yeDe, Xny=A) ma (X) ma(Y)
S2(A) = Z(x,ye@, [w=A]V [(vVE®) A (A=1I})]) ma(X) ma(Y) (17.7)
S3(A) = Z(X,YED@), XUY=4, XNYE®) ma(X) ma(Y)

where I, is the total ignorance and is the union of all 6; (i = 1,2), i.e. I = 61 U 6>.
P = {P, ¢} is the set of all elements of D® which are empty under the constraints
of some specific problem and ¢ is the empty set. v = w(X) U u(Y), where u(X)
is the union of all singletons #; that compose X and Y. Here, S1(A) corresponds
to the classical DSm rule on the free DSm model [5], S2(A) represents the mass of
all relatively and absolutely empty sets which is transferred to the total or relative
ignorance, and S3(A) transfers the sum of relative empty sets to the non-empty sets.

In the DSm fusion algorithm, the partial conflicts are redistributed onto corre-
sponding partial ignorance [5]. However, in some cases this redistribution may yield
very non-specific generalized basic belief assignments and thus decrease the perfor-
mance. Further analysis by Smets [25] suggests that the term S in Equation (17.7) is
a “potential source of difficulties” and “seems to be language dependent”. To address
this issue, Dezert and Smarandache proposed a set of proportional conflict redistribu-
tion rules [6] which consists of five different versions of the PCR rule; PCR1 to PCR5
in order of increasing complexity and correctness. They have reported that among
the five rules, PCR5 is the most efficient and precise for information fusion under
uncertainty and conflict. In PCR5, redistribution of the partial conflicts is performed
only to the elements which are truly involved in each partial conflict and moreover
this is done according to the proportion or weight of each source. For a two class -
two classifier problem and VX € D® \ {0}, the PCR5 rule [6] is defined as

mpcors(X) = miz(X)

N > |:m1(X)2m2(Y) L Q0P ) 1

2
vepor(xT, xny—g LX) Fma(Y) T ma(X) +mi(Y)
In this equation, m1 and ms represent the corresponding belief assignments to the
two classifiers; mi2(X) corresponds to the conjunctive consensus on X between the
two sources and where all denominators are different from zero. If a denominator is
zero, that fraction is discarded. All sets involved in the formula are in canonical form.

The PCRS5 fusion rule precisely combines and redistributes the information even with
conflicting gbba’s. A detailed explanation of the PCR rules can be found in [6].

17.3 Framework for biometric match score fusion

In biometrics, DS theory has been used for match score and decision fusion [4, 18].
However, as mentioned in Section 17.2, DS theory has some limitations and it can-
not always provide good results with imprecise, imperfect or uncertain data. In our
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Figure 17.1: Proposed match score fusion framework.

previous research, we proposed the use of DSm theory for biometrics match score
fusion [21, 28]. In our experiments, we found that there are few cases when DSm
theory is not able to yield correct results and sometimes the decisions are not accu-
rate. As discussed in Section 17.2, sometimes DSm fusion generates non-specific belief
assignments which reduce the performance because of the term S2 in Equation (17.7).

In this chapter, a generalized framework is presented in which the belief theory
based fusion approach is combined with the statistical approach. In the proposed
framework, the first step is to transform the match scores into belief assignments
using density estimation technique. In the next step, a belief theory based algorithm
is used for match score fusion and finally a statistical likelihood ratio test is applied
for classification. In this manner, the properties of both statistical and belief function
theories are combined for biometric match score fusion. Figure 17.1 shows the steps
involved in the proposed framework. This fusion framework consists of two steps:
(1) match score fusion and (2) classification. In this chapter, the description of the
proposed framework uses two class - two classifier approach and the subscript ¢ rep-
resents the first biometric classifier and subscript co represents the second biometric
classifier.

17.3.1 Match score fusion

Let the frame of discernment © = {0gen, @imp }, where ye, represents the genuine
hypothesis and 6;,,, represents the impostor hypothesis. The first step in the pro-
posed fusion framework is to transform the match scores into belief assignments.
We use a density estimation technique for this task assuming that the match scores
follow a Gaussian distribution. This method transforms a match score into the pro-
bability measure which is helpful in computing belief assignment. Gaussian density
estimation [8] can be written as,

1 1 Si — Mij }2
Siy ij, Oij) = ———F—=—=€TP | —5 § — 17.9
p( His J) O'ij\/% p|: 2{ Tij ( )

where s;, (i = 1,2) are the two match scores to be fused, u;; and o;; are the mean
and standard deviation of the ! classifier corresponding to the j** element of z (in
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basic sum rule z = ©, in DS theory z = 2° and in DSm theory z = De). Therefore
the Gaussian distribution is used to compute the belief m;(7),

: P(8i, fij, 0ij)
mi(7) = == (17.10)
> =1 p(sis pij, 045)

The belief assignments of each biometric classifier are then fused using eq. (17.11)

M fused = Mecl @D Mme2 (1711)

where @ represents the fusion rule described in Section 17.2. Note that, in this
research, we evaluate the performance of the proposed fusion framework with the
basic sum rule, DS theory fusion, TBM conjunctive combination rule, DSm fusion
rule, and PCR rule.

17.3.2 Statistical classification

Match score fusion using the proposed framework yields the fused belief and a decision
of accept or reject is made using the statistical classification technique. First, the
fused beliefs are converted into probability measure using the pignistic probability,
BetP, that maps a belief measure to a probability measure [23].

) = 1 mpusea(A)
BetP(6;) = Y AT myaca®) (17.12)
0,€ACO

If myusea(d) = 0, Equation (17.12) can be written as,

BetP(0;) = > %7(14) (17.13)
6,cACO

In this manner, we transform fused belief assignment into probability measure
so that we can apply the statistical classification approach for computing the final
decision. We perform likelihood ratio test for decision making as shown in Equation
(17.14).

. . BetP(0gen) >
Decision = { e i Beapg 2 (17.14)
impostor otherwise

where t is the decision threshold and is chosen based on a specific false accept rate.
The advantage of this statistical classification approach is its simplicity, control over
false accept and false reject rates, and it satisfies the Neyman-Pearson theorem [13]
for decision making.
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17.4 Algorithms and databases used for evaluation

To evaluate the verification performance of the proposed fusion framework described
in Section 17.3, we use two case studies: (1) multiclassifier face verification and
(2) multiclassifier fingerprint verification. In this section, we briefly describe the
algorithms and databases used for evaluation.

17.4.1 Face verification algorithms

The first case study for evaluating the performance of the proposed fusion framework
is performed with multiclassifier face verification. The face is first detected from the
input images using the triangle based face detection algorithm [17]. Global and local
facial features are extracted and match scores are computed from the detected face
images using the two face verification algorithms described below.

e 2D Log Polar Gabor Transform: In the 2D log polar Gabor transform
based face recognition algorithm, the face image is transformed into polar co-
ordinates and texture features are extracted using the neural network archi-
tecture based 2D log polar Gabor transform [20]. These features are matched
using Hamming distance to generate the match scores.

e Local Binary Pattern: In this algorithm, a face image is divided into several
regions and weighted Local Binary Pattern (LBP) features are extracted to
generate a feature vector [3]. Matching of two LBP feature vectors is performed
using the weighted Chi-square distance measure.

In this case study, the two face classifiers are represented as ¢1 and cz2, and the
match scores computed using these classifiers are combined using the proposed fusion
framework.

17.4.2 Fingerprint verification algorithm

Multiclassifier fingerprint verification is used as the second case study for evaluating
the performance of the proposed fusion framework. Level-2 minutiae and level-3 pore
features based verification algorithms are used to compute the match scores.

e Level-2 Minutia Verification Algorithm: A ridge tracing minutiae ex-
traction algorithm [11] is used to extract the level-2 minutia features from a
fingerprint image. Gallery and probe minutiae are matched using a dynamic
bounding box based matching algorithm [10].

e Level-3 Pore and Ridge Verification Algorithm: The level-3 pore and
ridge feature extraction algorithm [29] uses Mumford Shah functional curve
evolution based fast feature extraction algorithm to efficiently segment contours
and extract the intricate level-3 features. Matching of gallery and probe feature
sets is performed using the Mahalonobis distance measure.
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These minutiae and pore based matching algorithms are used as classifiers ¢; and
c2 and the corresponding match scores are fused using the proposed fusion framework.

17.4.3 Biometric databases used for evaluation

We use two biometric databases for these case studies. These databases are: Notre
Dame face database [1, 9] used for evaluating the performance for multiclassifier face
verification and high resolution fingerprint database for the experiments related to
multiclassifier fingerprint verification.

1. Notre Dame Face Database [9]: This database is a part of the NIST Face
Recognition Grand Challenge (FRGC). We use collection B of the Notre Dame
face database which contains around 35,000 high resolution frontal face images
under different lighting conditions and expressions. It is one of the most com-
prehensive face databases widely used for evaluating the performance of face
recognition algorithms.

2. High Resolution Fingerprint Database [28]: The high resolution finger-
print database contains 5500 images from 550 classes. For each class, there are
10 fingerprints. The resolution of fingerprint images is 1000 ppi to facilitate
the extraction of both level-2 minutiae and level-3 pore features.

17.5 Experimental evaluation

As mentioned before, the proposed fusion framework is evaluated for two multi-
biometric scenarios. For each case study, we compute the verification accuracy of the
proposed fusion framework with sum rule, DS theory fusion, TBM, DSm and PCR
rule. For performance evaluation, we use cross validation with 20 trials. Three im-
ages are randomly selected for training (estimating densities, thresholds, and learning
classifiers) and the remaining images are used as the test data to evaluate the algo-
rithms. This train-test partitioning is repeated 20 times and the Receiver Operating
Characteristics (ROC) curves are generated by computing the genuine accept rates
(GAR) over these trials at different false accept rate (FAR). This section presents the
experimental results with their analysis.

To evaluate the performance of the proposed fusion framework, we use multiclas-
sifier face verification using the Notre Dame face database as the first case study.
The ROC plot in Figure 17.2 and Table 17.1 show the verification accuracies of this
case study. Here classifier 1 is the 2D log polar Gabor transform based verification
algorithm that yields an average verification accuracy of 93.1% at 0.01% FAR and
classifier 2 is the local binary pattern based verification algorithm that yields an
average verification accuracy of 82.3% at 0.01% FAR.

The sum rule based fusion algorithm (using bpa) improves the verification per-
formance by 4.6%. During our experiments, we analyze that the Sum rule fusion
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Verification Accuracy (%)
Algorithms Multiclassifier Multiclassifier
Face Verification Fingerprint Verification
Average | [Max., Min.| | Average | [Max., Min.|
Classifier 1 93.1 94.3, 85.7 88.9 92.1, 83.6
Classifier 2 82.3 90.5, 78.1 91.5 93.5, 90.8
Sum Rule 97.7 98.8, 92.6 97.1 98.2, 93.5
DS Theory Fusion 98.0 98.9, 95.7 97.7 99.0, 95.4
TBM Fusion Rule 98.2 99.0, 96.1 98.2 [99.1, 96.6]
DSm Fusion Rule 98.5 99.1, 97.3 98.7 [99.3,98.1]
PCRb5 Fusion Rule | 98.9 | [99.8, 98.2] | 99.1 | [99.9, 98.5]

Table 17.1: Experimental results of fusion algorithms at 0.01% FAR.

algorithm is not able to handle most of the conflicting cases. Furthermore, during
different cross validation trials, we also observe that the variance in the verification
accuracies obtained by the sum rule is very large. This shows that the Sum rule
is not very stable and it depends upon the training images. The proposed fusion
framework with DS fusion, TBM, and DSm fusion improves the verification accuracy
in the range of 4.9-5.4% and is more stable compared to the Sum rule. Analysis of
the experimental results of the proposed fusion framework with DS fusion, TBM rule,
and DSm fusion show that the these three rules efficiently redistribute the beliefs and
fuse the match scores which are not highly conflicting. However, with highly conflict-
ing match scores that are caused due to variations in expression, lighting and time
difference between gallery and probe face images, they do not provide reliable deci-
sion. The proposed framework with PCR5 rule yields the best verification accuracy
of 98.9%. This is because the fusion framework with PCR5 rule first performs effi-
cient redistribution of the partial conflicts according to the proportion/weight of each
source. After redistribution, the belief measure is transformed into the probability
measure and likelihood ratio test is used for decision. In this manner, it includes the
properties of the theory of evidence and satisfies the Neyman-Pearson theorem [13] as
well. Finally, the proposed framework with PCR5 fusion is the most stable algorithm
across all cross validation trials whereas verification accuracies pertaining to other
fusion algorithms vary significantly.

The second case study on multiclassifier fingerprint verification shows similar
results. The ROC plot in Figure 17.3 and Table 17.1 show the verification accuracies
of this case study. Level-2 minutiae verification algorithm is classifier 1 that yields
an average verification accuracy of 88.9% at 0.01% FAR and level-3 pore and ridge
verification algorithm is the classifier 2 that yields an average verification accuracy
of 91.5% at 0.01% FAR. We evaluate the performance of the fusion algorithms and
the results are consistent with multiclassifier face verification. The proposed fusion
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Figure 17.2: ROC of the proposed fusion framework with Sum rule, DS theory
fusion, TBM, DSm and PCR rule for multiclassifier face verification.

framework with PCR5 rule efficiently handles highly conflicting cases that are caused
due to variations in fingerprint image quality compared to other belief model based
fusion rules. The proposed framework with PCR5 rule is the most stable fusion
algorithm and yields 99.1% average verification accuracy.

17.6 Unification of fusion rules

Existing fusion algorithms, including the proposed fusion framework, may not fulfill
all the requirements (i.e. high verification accuracy and low computational time) of
a real world biometric system and provide optimal performance for all scenarios. In
our recent research paper, we proposed an unification framework to efficiently address
both accuracy and time complexity of multimodal biometric fusion [30]. Inspired from
Smarandache’s theoretical concept [22] and research by Woods et al. on dynamic clas-
sifier selection [32], the unification algorithm includes a collection of fusion algorithms.
For a probe case, the input biometric evidences such as match scores, image quality
scores and verification accuracy prior are used to dynamically select the optimal fu-
sion algorithm for information fusion. In [30], we proposed a framework that unifies
the sum rule fusion with the DSm fusion rule. The sum rule is simple and effective
for cases with minor conflict whereas DSm fusion performs redistribution of conflict-
ing beliefs and yields good performance with highly conflicting information at the
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Figure 17.3: ROC of the proposed fusion framework with Sum rule, DS theory
fusion, TBM, DSm and PCR rule for multiclassifier fingerprint verification.

expense of computational time. The proposed unification framework, in which sum
rule and DSm fusion algorithms are unified, improves the verification performance
both in terms of accuracy and computational time. More details of the unification
algorithm can be obtained from [30].

17.7 Conclusion

This chapter presents a framework for multi-biometric match score fusion when non-
ideal conditions cause conflict in the results of different classifiers. The proposed
framework uses a belief model based fusion algorithm to effectively fuse the match
scores. The framework combines statistical model with belief function models by
using density estimation technique, belief model fusion rules and statistical classifica-
tion. Thus, it has the properties of both statistical fusion approaches as well as belief
function rules. Experimental results on multiclassifier face verification and multiclas-
sifier fingerprint verification show that the proposed fusion framework with PCR5
rule yields the best verification accuracy even when the individual biometric classi-
fiers provide highly conflicting match scores. As a future work, the fusion framework
can be generalized without Gaussian assumption and the recently proposed DSmP
can be included for improved performance.
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