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1. Introduction

Considered to be some of the most important resources in a modern environment, computer networks must provide
means to satisfy demanding requirements. Moreover, along with their rapid growth comes a need for automating manage-
ment functions to prevent network abuse and reduce the cost of ordinary operations. In this context, a network anomaly
detection system is an important component of a security management infrastructure for computers and networks.

Network traffic anomalies have become a troubling issue for both network administrators and end users because they
typically change the normal behavior of a network traffic in a malicious or unintentional manner, resulting in the congestion
and depletion of available resources. Apart from reducing performance, abnormal activities may also interrupt the operation
of services on a network, incurring substantial losses for universities, government agencies, and companies in general [25].

Many challenges restrict the widespread setting of anomaly detection techniques. For example, defining the normal be-
havior is very ambitious because it can evolve over time and domains [21]. Moreover, filtering techniques may not be able
to remove only the actual noise from training data [40]. In addition, the complexity in the tuning, configuration, and de-
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ployment of available solutions may lead to rough requirements and constraints [39]. Another major difficulty is the current
low detection efficiency of available systems, for example, high false-positive rates [7]. However, despite all these challenges,
anomaly detection techniques have still been widely investigated because they consider several interesting research prob-
lems.

As practical measures that mitigate the trespassing of networks, anomaly detection techniques are typically divided into
two main categories: signature- and anomaly-based [7]. Signature-based techniques rely on templates of well-known attacks
to match and identify intrusions, require a regular update of their signature rules, and are not generally efficient against
novel intrusions. In contrast, anomaly-based techniques can detect unknown attacks as a result of a strategy that analyzes
deviations in the real traffic behavior from normal patterns. Anomaly-based techniques are generally related to a pair (M,
A), where M is the model of a normal network operation, and A is a defined rule to estimate the deviation from M used to
detect anomalous activities [7].

The nature of input data remains a common issue, regardless of the technical perspective supported by anomaly detection
solutions [7]. In this context, the traffic flow analysis has drawn the interest of the research community because of the
increasing support of flow tools from network equipment manufacturers [31]. Abnormal behavior detection can be based on
the features extracted from different metrics of network traffic flows. Moreover, a proper correlation between them can be
established to provide a better perspective of an event. These procedures have shown great potential in reducing unwanted
notifications while also helping establish the underlying problem or condition that produces the anomalous events [47].

One of the foundations of our proposal for anomaly detection is the digital signature of the network segment flow
analysis (DSNSF) used as normal traffic behavior profiles for servers or segments of the network [6,35]. In this study, DSNSFs
are arranged under the rules of two models, namely the autoregressive integrated moving average (ARIMA) [34] and the
ant colony optimization for digital signature (ACODS) [12]. These models have distinctive features. ARIMA is a traditional
time series forecasting model, while ACODS is a metaheuristic typically used for optimization. Through the analysis of flow
records, each of them can structure different DSNSFs used as a basic standard or level for selected traffic features. Aiming
to assimilate DSNSFs from both models and common disturbance of traffic features caused by network-wide anomalies, we
take advantage of the paraconsistent criteria to frame a tool for anomaly detection, called the correlational paraconsistent
machine (CPM).

The CPM design is based on a nonclassical logic known as the paraconsistent logic (PL) [19], which is applied for the
mathematical foundation and interpretation of the uncertainties associated with normal traffic behavior profiles and real
measurement evaluation for anomaly classification. The interpretation of uncertainties is inspired by the usual expertise of
network administrators that benefits from the historical knowledge of different parameters extracted from network seg-
ments to handle events harmful to the network infrastructure. It parallels the behavior of traffic features from DSNSFs and
real-time measurements to assess evidence of the following proposition or hypothesis:

P;: Presence of an anomaly in traffic at a time interval t.

These pieces of evidence determine the levels of certainty and contradiction of the presence of anomalies. If the real-
time measurements are behaving properly, the levels of certainty and contradiction are the lowest. If not (i.e., the target of
network anomalies), the levels of certainty are the highest, while the levels of contradiction are the lowest.

The proposed CPM accomplishes the following contributions: (a) it combines different computational intelligence ap-
proaches in a single cooperative solution; (b) it operates on aggregate traffic at network segments, which is an appealing
answer for the current bandwidth transmission technologies; (c) it explores the potential of traffic volume and distribu-
tion measures together; and (d) it provides alternative reasoning metrics for the evaluation of the level of certainty for the
presence of anomalies.

The rest of this paper is organized as follows: Section 2 presents the related work; Section 3 introduces some fundamen-
tals on the paraconsistent logic for the evaluation of information signals; Section 4 describes the concepts, applications, and
generation of DSNSFs; Section 5 discusses the proposed CPM design and application for anomaly detection; Section 6 shows
the experimental evaluation results; and finally, Section 7 presents our conclusions and future directions.

2. Related work

Many papers have contributed to the network anomaly detection field by means of several approaches. The use of the
subspace method was investigated by [29] for anomaly detection in traffic flow data. The method was applied in the flow
time series of the traffic coming from randomly sampled data captured in routers from an academic Internet backbone. The
subspace method designated a time interval, in which the traffic was considered anomalous. Through a manual inspection,
the method then characterized network-wide anomalies, showing the wealth of information that can be extracted from
network traffic flows. More recently, the methodology for applying the subspace method was reviewed in [11]. The study also
discussed the limitations of existing solutions based on principal component analysis and investigated the use of statistical
process control to overcome their main drawbacks (e.g., to best select the number of principal components and how to
incorporate dynamics into the model).

To some extent, many approaches for anomaly detection rely on traffic-feature distributions and correlations [26,42].
Yu et al. [46] found that current DDoS attack flows are usually more similar to each other compared to the flows of flash
crowds. Thus, the authors proposed a discrimination algorithm using the flow correlation coefficient as a metric to measure
the similarity among suspicious flows and differentiate DDoS attacks from flash crowds. The feasibility of the proposed
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method was theoretically proven, and experiments confirmed its effectiveness. In this context, a hybrid probabilistic metric
to detect flooding attacks was proposed by Li et al. [32], which can efficiently distinguish a DDoS attack from a flash crowd.
The initial mechanics of these approaches usually involve selecting suitable features, estimating their distributions, and then
defining proper correlations between them. It is important to note that different feature sets may be chosen according to
the goal of the anomaly detector and the dynamic nature of network traffic. Our work particularly focuses on distinguishing
between normal and anomalous traffic.

Unsupervised anomaly detection techniques have triggered interest in the academic community because of their ability
to detect anomalies without using labeled training data [39,41] used common network traffic patterns as a baseline for the
online detection of abnormal behavior. Meanwhile, [48] and [45] incorporated the autoregressive integrated moving average
(ARIMA) in network security applications. Both studies relied on simulated data to simulate a real network environment and
a synthetic anomaly generation. These studies explored the ARIMA capabilities to characterize future traffic rates based on
a measured traffic history.

Although algorithms based on the ant colony are plentiful in several research fields related to data mining, their applica-
tion on anomaly detection is limited [16]. A study of an ant-based clustering algorithm applied to detect anomalous events
is presented in [36]. The authors demonstrated results comparable to those obtained using widely used methods, such as
support vector machines and genetic algorithms. Meanwhile, Tsang and Kwong [44] used the principles of the ant colony
theory to improve the clustering algorithms developed to extract high-dimensional traffic patterns.

A method for reducing false alarm rates in anomaly detection was presented in [23]. The authors presented the locally
adaptive multivariate smoothing method to improve the classification of anomaly detectors based on diverse algorithms,
such as abrupt change detection and fixed rules. The outputs from different detectors were combined according to the
historical scores of similar events and the features of the handled detector models to produce better results.

Grana et al. [22] advocated that attackers are able to rapidly innovate for the sake of avoiding the signature schemes
proposed by intrusion detection systems (IDSs). In light of this, behavioral methods were preferred to signature-based ones.
The authors pointed out two approaches to address this issue. The first one was the specification improvement of the normal
network conditions. The second approach was a model based on the comparison of the hypothetical behavior of a network
exposed to risk and that of a normal network. In this way, the challenge was how to model the behavior of an attacked
network without presupposing an attacker scheme because the penetration methods quickly evolve. The work presented by
the authors proposed a likelihood ratio detector. The network was modeled as a directed graph, where each node was a host,
user, or system within the network, and the edges were the communication channel between two nodes. Both nodes and
edges had states associated with them. The network then evolved according to a Markov process over all the possible joint
states of every node and edge. Even outperforming a simple anomaly detector, the proposed likelihood detector suffered
from the noise and uncertainties generated by the low signal properties of the attacks.

Another statistical-based approach for anomaly detection was proposed by Bhuyan et al. [8]. This work applied an outlier-
based anomaly detection that used generalized entropy and mutual information to create a feature selection capable of
identifying a relevant nonredundant subset of features. According to the authors, the mutual information reduced the un-
certainty of one random variable, and the generalized entropy measured the uncertainty in data. They made the detection
faster and more accurate. Moreover, a tree-based clustering technique was proposed to generate a set of reference points
and an outlier score function to rank incoming network traffic and identify anomalies. Although the approach achieved in-
teresting results on anomaly detection, it was parameter tuning-dependent and had limited capabilities for categorical data
types.

Linked to the complexity of the nature of the data, there is also the specificity of the model chosen for anomaly detection
[7]. This combination can increase the degree of uncertainty of the classification of what is a harmful event and what is not.
We use herein the paraconsistent logic (PL) [19], more specifically, the paraconsistent annotated logic with the annotation
of two values (PAL2v), to improve the use of historical data and the evaluation of uncertainty events.

The paraconsistent annotated logics were devised by Blair and Subrahmanian [9] and applied to several fields, including
artificial intelligence [1], digital circuits [2], and medicine [38].

An interesting model for pattern recognition capable of representing the concept of paraconsistency, called the discrim-
inative paraconsistent machine (DPM), was introduced in [24]. Research partly similar to ours, and also relating to network
security, can be seen in [28]. The authors handled uncertainty knowledge in classifying abnormal behavior patterns using a
neutrosophic logic classifier to generate rules for intrusion classification. However, they used a supervised algorithm applied
to a previously classified dataset. Our approach combines the digital signatures of network segment using flow analysis with
the paraconsistent logic and offers a simple and efficient model to detect network anomalies.

3. Paraconsistent logic

Urged by the balance between computational performance and the precise formalization of the information carried out
by models for traffic characterization, the paraconsistent logic (PL) is incorporated in a solution that enables assertions on
the critical aspects of network traffic as well as being an appeal for validating the innate capacity of our methodology for
network anomaly detection. In this section, we present the main paraconsistent aspects and measures used in our research
and discuss why the PL could be used to devise a solution for network security.
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3.1. Why use PL for anomaly detection?

Applications often face uncertainties and inconsistencies when required to characterize and analyze network traffic. Most
of the time, the processed data may be incomplete or permeated with noise. In fact, acquiring information in an environ-
ment, which reflects ideal conditions, is rare [7]. Thus, the design of these data processing systems should result in solutions
that deal with uncertainty knowledge in unfavorable situations. Such solutions should be able to gather, represent, manip-
ulate, and interpret data considered imperfect. Next, some of the possible spots with inconsistencies for our problem setup
are discussed.

Uncertainty in the evaluation of network-wide anomalies: The most critical goal of our research is to properly evaluate
the network for the presence of traffic anomalies.

Uncertainty in data acquisition: We collect data from a real network and store them as a historical data resource. We
do not apply any filtering technique because we are interested in their pure real behavior. Having anomaly-free stored data
would be perfect, but we would be at a dead end expecting only normal data for training.

Uncertainty in the analyzed features: Some traffic features can be more reliable than others in general anomaly detec-
tion, but this may not always hold true for some events [29].

Uncertainty in the model chosen to generate the DSNSF: Many models can be chosen to define a normal behavior.
Knowing which one is the best is hard. Hence, we have chosen those with a good mathematical basis. Regardless of the
model chosen, using historical data to predict future ones will lead to uncertainties that the model alone is not prepared to
deal with [39].

In our proposal, PL concepts are used to evaluate the uncertainty measures that arise when contrasting two sources of
information. This allows our methodology to meet uncertainty, understanding through solid theoretical aspects to deal with
conflicting information and provide a meaningful interpretation of uncertainty measures to support conclusions. Moreover,
the PL concept is described as an extension of the paraconsistent logic to be used in our proposal. The paraconsistent
annotated logic with the annotation of two values (PAL2v) provides fundamentals and terminologies that allow quantitative
nonexact measures and qualitative evaluation to be computationally combined in an application.

3.2. Paraconsistent annotated logic with the annotation of two values (PAL2v)

The paraconsistent annotated logic with the annotation of two values (PAL2v) [19] enables equating pieces of evidence of
a proposition P expressed by ordained pairs in the form {(p, 1), € [0, 1] c R}. All pieces of evidence are fed from two differ-
ent sources of information available for the PAL2v application. The first source of information usually produces a signal that
represents favorable evidence for P, the “p — Level of favorable evidence.” Similarly, the second source produces a signal
that serves as unfavorable evidence for P, “n — Level of unfavorable evidence.” Thus, the annotation P(p, ) corresponds to
the statement “The favorable evidence of a proposition P is p, whereas the unfavorable evidence of P is n.”

Intuitively, a defined correlation can be established when the first source of information shows a high level of favorable
evidence (o), and the second source shows a low level of unfavorable evidence (n). Another correlation can be set when
the favorable source presents the lowest p, and the unfavorable source presents the highest 7. The idea of inconsistency
comes when both sources present similar levels of evidence; that is, they do not hold enough information to support the
acceptance or denial of P.

Paraconsistent measures can be estimated by considering two sources of information according to evidential levels. Thus,
the favorable and unfavorable pieces of evidence are related and express the level of certainty (L.) and contradiction (L) as
in Eqs. (1) and (2), respectively:

Le=p—-1 (1)

LC[ = ,0 + 7) - 1 (2)
The level of certainty is located at the horizontal axis of a PAL2v lattice (Fig. 1), while the level of contradiction is located
at the vertical axis. These levels belong to a set of real numbers R ranging from —1 to +1, and are used to quantify The
levels of inconsistency for a paraconsistent analysis.

When associated with a PAL2v lattice, the levels of certainty and contradiction define the states that can be used for
decision making. The theoretical foundation of PL and PAL2v seen in [18,19] was followed to define the output states used
in this research. More details on the system of the coordinates of a paraconsistent axis, such as change in scale, rotation, and
translation, can be seen in [18]. First, the levels of certainty and contradiction are used to determine logical states, which
help verify the consistency of a PAL2v process. Table 1 delineates the set of eight output states, and Fig. 1 illustrates their
position on the PAL2v lattice.

The evaluation of uncertainties considers all the pieces of evidence to obtain a level of certainty. These pieces of evidence
may be incomplete or inconsistent; hence, they must be strengthened to the point, where the level of certainty reaches a
maximum value appropriate for a concise affirmation of a proposition. A representation of an interval in values of certainty,
where the level of certainty (L:) may range without being limited by the level of contradiction (L), is obtained through the
interval of certainty (¢) in Eq. 3.

¢ =1-|L«| 3)



E.H.M. Pena et al./Information Sciences 420 (2017) 313-328 317

+1

-1

f=TFalse
Nf = Nearly False
IC = Incomplete
Nt = Nearly True
t=True

1 = Paracomplete
NT = Nearly Inconsistent
T = Inconsistent

-1

Fig. 1. PAL2v lattice represented by a diamond on the Cartesian plane. The coefficients of certainty and contradiction (L., L) translate a hypothesis in a
paraconsistent domain, thereby allowing one to interpret the resulting output state.

Table 1

Paraconsistent logical states.
Logical state Le Let
False (f) <-1 >-land <]
Nearly false (Nf) >-land <-1 >-2and <]
Incomplete (IC) >—tand <] >—1and < §
Nearly true (Nt) >land <! >-2and <]
True (t) >1 >-l&<l
Paracomplete (1) >-1<and ] <-1
Inconsistent (T) >—tand < § >3
Nearly inconsistent (NT)  None of the above = None of the above

The value of the level of certainty to be considered apart from the effect caused by contradictions is called the level
of real certainty (Ls) and calculated from the level of certainty obtained by the analysis of the lattice of PAL2v. First, the
distance between the extreme logical points t and f and d is estimated in Eq. (4).

d=+/(1—ILD? + Lo (4)

The level of a real certainty value L. is obtained using Eq. (5):

1-d ifL.>0
Ly=3d-1 ifL. <0 (5)
0 ifL.=0
The level of real evidence of the output can be calculated by Eq. (6):
Lo+ 1
Her = cr2 (6)

The intensity of the level of real evidence (i) in paraconsistent analysis systems is used as the main value for decision
making [18], signaling the intensity of certainty for a proposition P.

Section 4 presents the evidential information source used in our paraconsistent analysis, which is a network traffic be-
havior profile, called the digital signature of network segment using flow analysis. Meanwhile, Section 5 describes the pro-
cedures applied to extract the pieces of paraconsistent evidence in our methodology. These procedures are based on how
empirical knowledge of the normal network behavior is acquired by the network manager and how he or she can identify
the subtleties in the network movement for each weekday.

4. Digital signature of network segment using flow analysis

The digital signature of the network segment using flow analysis (DSNSF) is a network traffic behavior profile based
on learning the normal routine consumption of network resources [35]. DSNSF summarizes the usual expectations for data
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flowing throughout the day in a network segment, such as performance metrics, protocol types, services, and traffic distribu-
tion. Traffic characterization is a fundamental aspect of our methodology for anomaly detection. Hence, a DSNSF should be
able to efficiently forecast the traffic characteristics of segments constituting a network backbone in a desired time window.
The use of DSNSFs assists network managers in identifying limitations and controlling the resource consumption of services
along the backbone, thereby avoiding problems of performance and faults [5].

In this research, each DSNSF is built to forecast traffic profiles for weekdays. The model responsible for calculating the
DSNSF performs a historical analysis of the traffic features and draws baseline curves for them. These traffic features are
derived from the flow characteristics of the monitored network within a preprocessing process.

4.1. Data preparation

The arrangement of a DSNSF generally uses a model that analyzes a set of collected values for a desired period of the
day, that is, each day of the week, thereby preserving the characteristics of the traffic based on the time variations over the
day. The collected values refer to features coming from network traffic flow measurements stored over the weeks preceding
the day monitored.

In this study, we have limited the set of features to bits, packets, entropy for destination IP address (H(dstIP)), entropy
for source IP address (H(srcIP)), entropy for destination port (H(dstP)), and entropy for source port (H(srcP)). Each feature
is represented by a quantitative value. We assume the mean values of each period for volume information and summarize
their degree of concentration or dispersal using entropy for the IP addresses and port numbers.

The entropy metric can be estimated as follows: a histogram for each metric can be represented as A=

{nq,...,n; ...,ny}, where each element i occurs n; times, and N is the total number of distinct observations in the his-
togram for each given period. The probability distribution of element i is defined in Eq. (7):
n;
" 7
Pi=y (7)

The entropy can then be defined as follows with Eq. (8):

N
H(A) = = p;log, pi (8)
i=1
The entropy value is minimal when the sample distributions are concentrated, and zero when all samples are the same.
Moreover, the degree of dispersion increases when closer to log;N.
A wide range of traffic details can be reached through IP flow analysis, especially after an accurate profile of normal
traffic behavior is established. Network traffic flows can help detect and classify anomalies because significant changes in
the normal distribution and volume of their observed metrics may represent an anomalous event.

4.2. DSNSF generation using ARIMA

The autoregressive integrated moving average (ARIMA) is a time series forecasting model that captures the linear depen-
dence of the future over past values [33]. This model is capable of characterizing future traffic trends based on the measured
traffic history. This future trend and the real-time network traffic are then compared to detect divergences as an indicative
of anomalies.

An ARIMA model includes three parameters: autoregressive parameter (p), number of differencing steps (d), and moving
average parameter (q), and can be summarized as ARIMA(p; d; q) and generalized as in Eq. (9):

P q
=) ¢zi—y O 9)
i—1 j=1
where sequence o;_1,Q_2,...,Q—q Tepresents the white noise process, and ¢ and 6 are the autoregressive and moving

average coefficients of finite order p, g, respectively. The original time series is differentiated for d times to obtain z;, which
is the integrated part of the model.

In practice, most time series are nonstationary. Thus, stationary autoregressive (AR) or moving average (MA) processes
cannot be directly applied [33]. One possible way of handling nonstationary series is to apply differencing. This process
allows us to reach a more general model, that is, the autoregressive integrated moving average (ARIMA) model. The first
issue z = X —X;_1 or z: = (1 — B)x; can be evaluated again to give second differences and so on. The d, differences may
be written as (1 — B)?x;. We have an ARIMA(p, d, q), where d denotes the number of differences taken, if the data series is
differenced d times before fitting an autoregressive moving average ARMA(p, q) model.

Searching for a model that is a mean approximation to the data is customary, which means using as few parameters as
possible. The main difficulty when fitting AR and MA models is determining the order of the process rather than estimating
the coefficients. Some standard techniques are available, but for practical purposes, many series analysts simply differ the
series until the autocorrelation closes to zero as quickly as possible [33].

The creation of DSNSF from the ARIMA model dynamically occurs using data from the past weeks for training and the
changes in every new day processed to recalibrate the model. The first step is to estimate parameter d. The differenced
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parameter can be evaluated using a standard estimation method [33] and tested by the autocorrelation function. A technique
called grid search [48] is used to estimate p and q parameters. The Akaike for information criterion (AIC) is used to achieve
a good balance between model parsimony and low prediction error [33]. The grid search method does a thorough search for
all possible combinations for p and q toward obtaining the minimum AIC. Finally, the identified and estimated parameters
are used to build a model to predict values for future readings in the form of a DSNSF [34].

4.3. DSNSF generation using ACODS

The ant colony optimization (ACO) metaheuristic consists of a set of computational methods and strategies based on
the observations of behaviors of real ant colonies. This approach aims to simulate ant behavior to find the shortest route
between a food source and their nest. Most researches on ACO are of an experimental nature because of this characteristic
[14], as has also been reflected by the content of most of the papers published in the literature.

The ACO metaheuristic uses a population of concurrent and globally asynchronous agents to find solutions to complex
optimization problems. These agents are guided by pheromone trails that are intensified as promising solutions are created,
leading to the convergence of the entire colony. Although each ant has the capacity to build a feasible solution as a real ant
can somehow find a path between the nest and the food, highest-quality solutions are achieved through a cooperation of
the individuals of the entire colony.

ACO has been outperforming several algorithms in many study areas. In communication networks, for instance, several
studies can be found on fault localization [20], efficient energy management in wireless sensor networks [37], and route
discovery and network reconfiguration [3]. This could be accomplished because of many aspects, such as distributed collab-
oration of agents (ants), self-organizing, and positive feedback, that lead to a rapid discovery of good solutions.

In this study, an ACO-based algorithm called ant colony optimization for digital signature (ACODS) is used to create a
normal profile of traffic behavior. ACODS creates the DSNSF using a clustering approach, which is capable of characterizing
network traffic through the discovery of a cluster set from a large volume of high-dimensional input data. According to Jiang
et al. [27], the ants’ habit of living in groups is essentially similar to the grouping of data. Algorithms based on ant behavior
have natural advantages in the application of cluster analysis, such as self-organization, flexibility, robustness, absence of
need for prior information, and decentralization. Moreover, the application of clustering algorithms can benefit from the
aspects of the instinct of ants searching for the optimal path because a measure indicating the progress of solutions created
for groups is established. We use the objective function in Eq. (10) for this purpose.

(10)

T
-
1~

Il
—_

i

Each element i is composed of a sextuple of analyzed attributes and will be grouped to the best cluster j, in which
j=1,...,K. Variable E represents the quantity of flows to be clustered, while A indicates data dimensionality, that is, the
number of flow features to be processed. The collected elements are divided in 1 min intervals with a total of 1440 datasets
throughout the day. Variable x;, denotes the values of feature a of flow i, while c¢j, stores the cluster center value j at
dimension a. From right to left, the first sum is related to the Euclidean distances between x;, and ¢j,. The second and third
sums apply the aforementioned comparisons between all K cluster centroids and E elements. The output value J corresponds
to the objective function of our clustering approach, which should be minimized.

The search space is a graph G(V, B), where V is a finite set of all nodes, and B is the set of edges. We assume that the
nodes represent the elements to be clustered, while edges connect each of them to the centroids of the groups. Each group
has its centroid, which is a new graph node located in the middle of the group. The centroid represents all the other cluster
elements that it belongs to. The average among these centroids provides the value of the DSNSF for the six traffic features.

Ants traverse the search space following stochastic criteria, being attracted to locations most favorable to the minimiza-
tion objective function. Ant decisions are taken based on a combination of a long-term learning process and an instanta-
neous heuristic prediction. Therefore, the sequence of random decisions is inherent in the algorithm [14]. At runtime, the
ACO algorithm updates the pheromone values using previously generated solutions. The update aims to concentrate the
search on regions of the search space containing high-quality solutions. In particular, the reinforcement of solution com-
ponents depending on the solution quality is an important aspect of ant-based algorithms. The reinforcement implicitly
assumes that good decisions are taken toward good solutions. At every association of an element to a cluster, the agent
alters the whole local information by updating the pheromone trail shown in Eq. (11).

L
'L'U(t-f‘l):(1—p)T,j(t)+ZATIS (11)
I=1

The trail values can be incremented (when ants deposit pheromones on the edge or connections between the used
nodes) or decreased. An increased pheromone concentration is an essential factor in the algorithm implementation because
it directs ants to seek new locations more prone to acquiring a near-optimal solution. For the pheromone update equation,
a constant p is defined, which describes the pheromone evaporation rate with value 0 < p <1. From a practical point of
view, pheromone evaporation is applied to avoid a very rapid convergence of the algorithm toward a suboptimal region.
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This evaporation implements a useful form of forgetting, thereby favoring the exploration of new areas in the search space.
Variable t identifies the iteration running. Meanwhile, constant L is given by the number of solutions that will be chosen as
the best, and only these will receive an increase in their tracks with pheromones. Ar,.’j is calculated by taking the inverse
of J divided by the number of elements to be clustered, E.

As most metaheuristics, ACO may take many iterations to converge. The algorithm runs iteratively, that is, explicit criteria
stops must be used during its execution. In this manner, running the ACODS can be terminated in two ways. The first
one concerns the quality of the solutions generated. The iterative process is interrupted, as the ant colony converges to
create a single solution, when no difference exists among all solutions built on consecutive iterations. The second method of
termination occurs when the limit of 100 iterations is reached, preventing ACODS from running indefinitely. In practice, no
more than 13 iterations were necessary for the convergence of the solutions used in the generation of the DSNSFs presented
in Section 6.

4.4. Confidence bands

According to [10], an efficient approach for anomaly detection is the use of confidence bands or thresholds, which indi-
cate an interval where variations are considered normal. We use this approach in comparison with our CPM proposal. The
formulation of threshold ranges is founded on the adaptive threshold algorithm, which ensures accounting for traffic trends
and variations based on past traffic measurements.

The thresholds are defined as T,p = (o + 1)[t,,_1 and Ty, = (¢ — 1)x,_¢. Parameter « specifies the acceptable range
above the mean value that is an indication of anomalous behavior. tt,_; is the mean estimated from the measurements
prior to n. As presented by [43], the mean zt, is computed using the exponential weighted moving average (EWMA) of
previous time windows, as defined by Eq. (12):

n = Ply_q + (1= B)xn, (12)

where x is the DSNSF, and § is the EWMA factor. After numerical tests and based on the literature, the parameters consid-
ered for the adaptive threshold algorithm were o = 0.2 and 8 = 0.7 [10]. Our tests show that other values for these tuning
parameters resulted in a worse detection rate or did not perform better.

5. Correlational paraconsistent machine

This section describes the procedures used to integrate annotated logic and traffic characterization in a solution, called
the CPM. The CPM uses DSNSFs as evidential information and PAL2v for the mathematical formalization of uncertainties.
Fig. 2 shows an overview of the CPM operation.

Although the ultimate goal of the CPM is to evaluate the presence of anomalies in traffic at a given time, its design is
devised to obtain a binary classifier. Moreover, using the CPM, we can represent and manipulate data that may be imperfect
while meeting theoretical criteria from the paraconsistent nature. The quantitative evaluation through the PL representative
lattice and the levels of real evidence provide insights into the consistency of the network traffic behavior profiles and
the dataset quality. Therefore, the CPM works not only as an aggregation strategy (e.g., weighted average), but also as a
decision-making tool that provides a convenient treatment to possible contradictory signals.

5.1. CPM Design

First, the DSNSFs and the real measurements are normalized to scale the range of their data in [0, 1]. Let F— be the
“number of features” and T— be the “total time intervals.” A general DSNSF can be represented with a F x T matrix X, as
for the real measurements with a Fx T matrix RM. The DSNSF is a template or the expected behavior for network traffic.
Further real measurements are from its related DSNSF farther from the expectations. This statement offers our first reasoning
evidence, which is mathematically translated with Euclidean distances between X and RM in D, as in Eq. (13).

D = |(X.RM)| (13)

The variations in the normal behavior of traffic features may be caused by different anomalies. The CPM for this research
correlates the features related to DoS, DDoS, and flash crowd. Table 2 relates these three anomalies and the features they
typically distort [13,30]. Each type of anomaly is related to a correlational factor k set with zero for features that are not
affected and one for those that are affected. For example, a DDoS usually unsettles packets per second, distribution of
destination IP address, and source and destination port numbers. Considering the order in which features are analyzed in
our methodology (bits per second, packets per second, distribution of destination and source IP address, and destination and
source port numbers), the resulting correlational factor is ¥ = {0,1,1,0,1, 1}.

The CPM generates three outputs for each k, that is, a signature of the anomaly of interest. The correlational factor is
used to multiply each row of D (Eq. (14)).

E—xD (14)
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Fig. 2. Overview of the system: operating flow for the CPM.

Table 2
Traffic features.
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Evidential terms (V) are then given for each te T with a weighted average of the columns of E in relation to « (Eq. (15)).
F
>i=1EGo
F
2j—1kj
Recalling PAL2v concepts, we should be able to contrast the character from distinct sources of information. Therefore, the

described models for the DSNSF generation, ARIMA, and ACODS are used because these information sources obtain a pair of
DSNSFs X and 5(//, for each weekday:

X' - DSNSF generated with the ARIMA model;

X" = DSNSF generated with the ACODS model.

X' and X" are then used to evaluate the nominal pieces of evidence ¥’ and ¥ using Egs. (13), (14), and (15). Eq. (16) is
used for the case of ARIMA (X/).

W, = , t=1,2,3,...T (15)

P=W (16)
As for AcoDS (X, Eq. (17).
A=W —1| (17)

The operation in Eq. (17) is performed to transform the positive evidential levels coming from an information source into
negative evidential levels because an information source rejects a certain proposition in inverse proportion to its assertion
in terms of evidential levels. The CPM benefits from this feature by using different perspectives to draw conclusions. The
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interpolation between P and A follows a linear trend when a single source of information is used to extract both favorable
and unfavorable pieces of evidence. Otherwise, the biases obtained by a single source are mitigated.

The P={p1,p1,..., 01}, and A ={Aq,Aq,..., A7} sets are used as the favorable and unfavorable pieces of evidence,
respectively, which are the main measures required for a PAL2v application. Algorithm 1 presents the procedures used to

Algorithm 1 Procedures to obtain PAL2v evidence levels.

1: Use ARIMA to generate X .

. Use ACODS to generate X .
: for all K do
Use X and Equations 13, 14, and 15 to obtain the nominal evidence set ¥’.

2
3
4
5. Use X and Equations 13, 14, and 15 to obtain the nominal evidence set W”.
6
7
8

Use W’ and Equation 16 to obtain the favorable evidence set P.
Use W and Equation 17 to obtain the unfavorable evidence set A.
: end for

extract evidential levels for use in the CPM.

5.2. Complexity analysis

Three key components are noted in our approach: data preparation, DSNSF generation, and classification.

The data preparation is achieved by applying Shannon entropy for the qualitative flow information. This calculus varies
from 1 to the number of different entries (e) in the analyzed time interval and results in O(e?).

The DSNSF generation consists of a training phase for ARIMA and ACODS. The computational complexity for ARIMA
is related to the identification of its parameters and model estimation with general complexity in O(n?), where n is the
number of analyzed intervals [15]. The complexity of the ACODS algorithm is first given by partitioning a set of n intervals
by the k centers of the f features, thereby resulting in O(nkf). Using the population of m ants to assist the search for the
best centers for the collation of data, a quadratic complexity factor is added, thereby ensuring O (nkfm?).

The classification process requires a normalization step that is in O(n). The remaining calculations are constant in time.
The system analyzes a specific network segment for six different features (f). Thus, all the calculations needed by the traffic
characterization process must be executed f times. The final complexity of our system is O(fne? + fn? + nkfm? + fn) if we
considered a day with n intervals to be investigated.

All algorithms are implemented in C++ and MATLAB. The experiments run on a machine with Intel Core i7 CPU (2.60GHz)
and 8 GB of main memory. In this test environment, the calculation performed for all the three components of our approach
was finished in less than 6 s for a whole day, demonstrating the feasibility of the presented system in networks with high
traffic aggregation.

6. Experimental evaluation

We validate our proposal and demonstrate the CPM functionality in this section. This analysis aims to verify the im-
provement in the anomaly detection rates obtained using the CPM fed with the ARIMA and ACODS models and how the
correlation between the paraconsistent criteria can be useful for decision-making processes.

Meanwhile, we use the receiver operating characteristic (ROC) curve for the performance evaluation. The ROC is one of
the most traditional methods applied to describe the true-positive detection rates of classification systems according to the
changes in the false-positive rates. Versions of ARIMA and ACODS based on the confidence bands were implemented for
comparison.

6.1. Traffic traces and anomalies

In the experiments, we used a real dataset provided by the State University of Londrina (Brazil) network, which has been
well investigated in previous works dealing with network management [6] and anomaly detection [4,17]. In view of the
requirement for long periods of training data, our solution should be considered for environments, where maintaining both
historical and ongoing data is possible. An application, called Softflowd network analyzer, was used to export flows to the
collector in standard sFlow version 5 sampled format. These exported flows were stored in binary files, which were pro-
cessed by nfdump tools, resulting in the dataset used by the preprocessor. We used data from four weeks (from September
24, to October 19, 2012) to build the training data and three weeks (from October 22, to November 9, 2012) for the tests.

In addition to the inherent anomalies, the simulation of anomalies directly led into the testing data. A tool called Scorpius
was used for this purpose [4]. Scorpius uses actual flow files as entry and synthesizes new ones with flows containing
anomalous features in specified time intervals. The full description of the tool and more examples of its use can be seen in
[4].
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Fig. 3. Real measurements and DSNSFs.

Most of the traffic data were normal. Hence, we separated 20% of them to apply the synthesis of anomalies and fairly
evaluate the performance of our proposed system. A set of fictitious IP addresses and port numbers was used to configure
the DoS and DDoS anomalies with different intensities. We used the separated flows as input for the Scorpius tool, and
injected a specific anomalous behavior to test the performance of the presented system.

A DoS exhaustively transmits UDP packets to a single IP address of destination from a specific origin and destination
ports. In other words, a single source floods a well-known host with useless traffic. We simulated this behavior using the
fictitious source IP address 11.11.11.11 through port 80 attacking the fictitious I[P address 22.22.22.22 through port 8081.
A DDoS usually features the incoming traffic flooding from many different sources. To synthesize its behavior, we used
different fictitious source IP addresses through port 80 attacking the fictitious IP address of destination 22.22.22.22 through
the 8081 port.

6.2. Experimental results

We provide the reader with an example of the CPM application, including the structuring of the sources of information
chosen in this research, evidential level exposure, and anomaly identification.

First, we built DSNSFs for each day according to the ARIMA and ACODS specifications. Fig. 3 shows the behavior of real
measurements and DSNSFs in the State University of Londrina network. The environment is set for October 30, 2012. The
readings for each feature appear in green areas. The solid red lines represent the DSNSFs generated with ACODS, while the
solid black line shows the ones generated with ARIMA. Verifying the adjustment between the real measurements and the
traffic profiles found in the DSNSF is generally possible, which is a visual indication of the efficiency of the models proposed
to characterize the normal traffic behavior. Noting that the changes are more pronounced in the early hours is also possible
mainly because of the lack of movement and backup activities in the university network during these hours. Furthermore,
the most accessed IP addresses pertained to one of the web servers of the university. At that time, a public tender was
being held, and its result was scheduled to be disclosed on the aforementioned day. The increasing number of accesses to
the server drastically affected the behavior of the traffic in the form of a flash crowd at around 8:00 p.m.

The used models must achieve effective results on traffic characterization because The profile-based system performance
heavily depends on it. A series of efficiency tests for ARIMA and ACODS in traffic characterization are reported in [34] and
[12], respectively.

The CPM can extract evidential levels by using the DSNSFs and the real measurements as sources of information, and
present in its outputs the values of the real evidence levels for each kind of anomaly, in which it was set for. Figs. 4(a), 4(b),
and 4(c) show the real evidence levels obtained on October 30, for DoS, DDoS, and flash crowd, respectively. From these
values, the CPM provides a continuous verification of the levels of certainty and contradiction relating to the presence of
anomalies.

The three outputs in Fig. 4 demonstrate similar behaviors at specific periods. Their levels are highest in the early hours as
well as around 11:00 a.m. and 8:00 p.m. Small fluctuations are seen throughout the day. The similarity between these levels
is caused by the correlation in the traffic features used in this research. In addition, a more fine-grained quantification
of these levels could be achieved by inspecting further features. As discussed earlier, many works used the ranking and
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Fig. 4. Level of real evidence output from the CPM for DOS: October 30, 2012.

selection of traffic features with emphasis on different aspects, from packet arrival patterns to content-based characteristics.
The CPM balances the correlation between the chosen features to determine the source and the type of anomaly.

Fig. 4(c) illustrates that the real evidence levels reach a maximum value at around 8:00 p.m., which is a first indicative
of a flash crowd. This result came from the evidential levels being strengthened with the lowest contradiction. Importantly,
note that these measures were not used for classification. At this time, the main interest was to visualize particular regions
pointing out suspicious events, such that one can more deeply examine their causes. For their part, the coordinates given
by the levels of certainty and contradiction in the paraconsistent plane were used to signalize anomalies and trigger alarms
to the network administrator. They were also used for the performance analysis.

Fig. 5 shows the evidential inputs in the paraconsistent plane obtained with the CPM for October 30. The coordinates of
points (L, L) in Fig. 5(a) present the DoS classification for each time interval. The classifications depicted in Figs. 5(b) and
5(c) are related to DDoS and flash crowd, respectively. The points in the true (t) state were considered as anomalies that
happen when the favorable evidence is close to one, and the unfavorable evidence is close to zero, thereby representing a
correlation between the responses of the two analyzed models. In these situations, the evidence coming from the ARIMA and
the ACODS illustrated considerable distances between the DSNSF attributes and the real-time measurements. The operation
done with the nominal pieces of evidence coming from the ACODS (Eq. (17)) ensured the level of uncertainty to be the
lowest when a feature does not behave properly.

In practice, the majority of intervals is located at false (f), nearly false(Nf), or incomplete (IC), indicating the absence of
anomalies. The states false (f) and nearly false (Nf) denote a situation, where the favorable evidence is close to zero, and
the unfavorable evidence is close to one. This situation results in the lowest levels of certainty as well the lowest levels of
contradiction. Although a nearly true (Nt) state has higher levels of certainty, it still does not represent enough evidence for
classifying an anomaly.

The incomplete state (IC) represents a situation with insufficient evidence for the studied given proposition. Thus, an
anomaly should not be assigned. This state allows the CPM to avoid possible false alarms in the presence of insufficient
information.

For inconsistent states (T) and (NT), intervals with the highest levels of favorable and unfavorable evidence are found,
resulting in levels of certainty close to zero and levels of contradiction close to one. This state reflects a discordance between
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Fig. 5. Responses of the CPM built with DSNSF, ACODS, and ARIMA. Each black point inside the diamonds represents an interval analyzed by the CPM with
relating coordinates (L, L¢). October 30, 2012.

ARIMA and ACODS. The first model interprets a given interval as anomalous, whereas the second one interprets it as normal.
Such is the reason why the intervals located at the states are not considered anomalies.

Finally, the paracomplete state 1 with neither favorable nor unfavorable evidence should also not be used to represent
anomalous intervals because of the lack of evidence.

The results obtained from the three weeks of testing data regarding true-positive and false-positive rates can be visu-
alized in Fig. 6. The solid black line represents the results using the CPM. The dotted lines represent the results obtained
with ARIMA (black) and ACODS (red) based on the confidence band approach. The CPM achieved 95% of the true-positive
with a 4% false-positive rate representing a good trade-off outcome. By assuming a 4% false-positive, the models based on
the confidence bands achieved close to 92% of the true-positive. As observed, the detection capabilities obtained using the
CPM were always superior to those approaches based on the confidence bands, thereby highlighting the influence of its use
to decrease the number of false-positive alarms.

The most decisive factors that define the effectiveness of an anomaly detection system are the false alarm and undetected
anomaly rates. As argued earlier, the CPM was designed to represent and manipulate inconsistencies over the models used
as information sources. The correlation achieved in the extraction of evidence levels in the CPM considers the dataset as the
basis of levels of truthfulness, falsehood, inconsistency, and incompleteness, and only assigns an anomaly in the absence of
contradiction in the midst of the process. The results obtained illustrate that the CPM adapted along with the ARIMA and
ACODS models for our experiments successfully resulted in a tool with the desired characteristics of high true detection
rates and low false-positives rates.
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Fig. 6. Overall ROC curve for weekdays from October 22, to November 9, 2012.

7. Conclusions

This study presented a tool, called the correlational paraconsistent machine (CPM), which incorporated unsupervised
models for traffic characterization and principles of paraconsistency to address the problem of network-wide anomaly de-
tection. The parameters from the metaheuristic ACODS, and the time series forecasting model ARIMA, were considered to
establish the DSNSF concisely defined as profiles for the traffic characterization of backbone segments. Through a functional
algorithm based on the paraconsistent logic (PL), these profiles were used as sources of information, which helped the CPM
handle uncertain and contradictory information found in the network flow analysis.

We performed tests in real network traces to validate our proposal. In addition, we compared the performance of the
CPM with that of traditional anomaly detection approaches based on confidence bands. Our experimental results showed
that the CPM was very effective in improving anomaly detection and decreasing false-positive rates.

We highlight four main contributions of this work: (i) implementation of a system for anomaly detection using IP flow
analysis, (ii) use of different traffic features to characterize anomalies, (iii) adaptation of the ACODS and ARIMA models to
generate DSNSFs, and (iv) application of PL for anomaly detection.

The CPM is the result of applying paraconsistent criteria in a solution for anomaly detection. Therefore, our future direc-
tions focus on extending its functions to identify additional anomalies. This is important because new types of anomalies
will continue to appear, highlighting new features to be considered in anomaly detection. Moreover, we intend to investigate
possible variations in our approach to formalize and apply PL concepts. Thus, our main goal is to improve the treatment of
incompleteness and inconsistency for our problem setup and achieve better results.
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