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ABSTRACT

A novel support vector machine (SVM) model combining kernel principal component analysis (KPCA)
with genetic algorithm (GA) is proposed for intrusion detection. In the proposed model, a multi-layer
SVM classifier is adopted to estimate whether the action is an attack, KPCA is used as a preprocessor
of SVM to reduce the dimension of feature vectors and shorten training time. In order to reduce the
noise caused by feature differences and improve the performance of SVM, an improved kernel function
(N-RBF) is proposed by embedding the mean value and the mean square difference values of feature
attributes in RBF kernel function. GA is employed to optimize the punishment factor C, kernel parameters
o and the tube size € of SVM. By comparison with other detection algorithms, the experimental results
show that the proposed model performs higher predictive accuracy, faster convergence speed and better
generalization.

Support vector machines
Genetic algorithm

© 2014 Elsevier B.V. All rights reserved.

1. Introduction

Intrusion detection is one of the most essential things for secu-
rity infrastructures in network environments, and it is widely used
in detecting, identifying and tracking the intruders [1]. Capabili-
ties of intrusion detection technologies have great importance with
the performance of intrusion detection system (IDS). Researches
always want to find an intrusion detection technology with better
detection accuracy and less training time.

However, there are many problems in the traditional IDS, such as
the low detection capability against the unknown network attack,
high false alarm rate, and insufficient analysis capability and so on.
In nature, intrusion detection can be seen as classification prob-
lem, to distinguish between the normal activities and the malicious
activities. The concerned problems of machine learning are how the
systems automatically improve the performance with the increase
of experience, which is consistent with that of the IDS. There-
fore, various machine learning methods are developed for intrusion
detection, such as decision tree [ 1], genetic algorithm (GA) [2], neu-
ral network [3], principal component analysis (PCA) [4], fuzzy logic
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[5], K-nearest neighbor [6], rough set theory [7] and support vector
machine (SVM) [8].

Among the methods mentioned above, SVM is an effective one,
the main reason is that the distribution of different types of attacks
is imbalanced, where the learning sample size of the low-frequent
attacks is too small compared to the high-frequent attack. SVM is a
margin-based classifier based on small sample learning with good
generalization capabilities, which is frequently used in real world
applications of classification [9]. It realizes the theory of VC dimen-
sion and principle of structural risk minimum, thus it does not
have the over-fitting problem that artificial neural network can-
not overcome. SVM has manifested its robustness and efficiency
in the network action classification, and it is widely used in IDS
as a popular method [10]. Eskin [11] addressed an unsupervised
anomaly detection framework, and applied it in three unsupervised
learning algorithms, including clustering method, K-nearest neigh-
bor and SVM. Shon et al. [12]| employed genetic algorithm (GA)
for feature selection, and used SVM for intrusion detection. Srinoy
[13] proposed an intrusion detection model using SVM and parti-
cle swarm optimization (PSO) which used PSO to extract intrusion
features and SVM to classify. Fei et al. [ 14] proposed an incremental
clustering method based on the density. Horng et al. [15] used the
hierarchical clustering algorithm to provide the SVM with fewer,
abstracted, and higher qualified training instances. To overcome
the problem of uncertainty in IDS, Kavitha et al. [ 16] adopted a new
technique known as neutrosophic logic (NL). Wu and Banzhaf [17]
referred to the review of computational intelligence in intrusion
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detection and applied numerical evaluation measures to quantify
the performance of IDS. Kolias and Kambourakis [ 18] gave the sur-
vey of swarm intelligence in intrusion detection. Kuang et al. [19]
proposed a SVM model based on kernel principal component anal-
ysis (KPCA) and GA, which used KPCA to extract intrusion features,
and GA to optimize the parameter of SVM. Li et al. [20] put for-
ward pipeline of data preprocess and data mining in IDS, and used
gradually feature removal method to feature reduction and SVM to
classify.

However, standard SVM still has some limitations, the per-
formance depends on its parameters selection, and when the
differences between the attributes of the sample are very big, using
RBF in the training process will produce a large number of support
vectors and the training time will be longer too. And two main
parts should be conducted which are detection model set-up and
intrusion feature extraction to get better performance.

To solve the above mentioned problems, we present a novel
intrusion detection approach combining SVM and KPCA to enhance
the detection precision for low-frequent attacks and detection sta-
bility. In the proposed method, KPCA maps the high dimension
features in the input space to a new lower dimension eigenspace
and extracts the principal features of the normalized data, and
multi-layer SVM classifier is employed to estimate whether the
action is an attack. In order to shorten the training time and
improve the performance of SVM classification model, an improved
radial basis kernel function (N-RBF) based on Gaussian kernel func-
tion is developed, and GA is used to optimize the parameters
of SVM.

The rest of this paper is organized as follows. In Section 2,
the proposed SVM classification model is described in detail. The
classification procedure is presented to illustrate how to use the
proposed SVM model for intrusion detection in Section 3.The exper-
imental results are discussed in Section 4. Section 5 presents
conclusion and future work.

2. Novel KPCA SVM classification model
2.1. Kernel principal component analysis

Principal component analysis (PCA) [21] is a common method
applied to dimensionality reduction and feature extraction. PCA
method can only extract the linear structure information in the data
set, however, it cannot extract this nonlinear structure information.
KPCA is an improved PCA, which extracts the principal components
by adopting a nonlinear kernel method [22,23]. Akey insight behind
KPCA is to transform the input data into a high dimensional feature
space F in which PCA is carried out, and in implementation, the
implicit feature vector in F does not need to be computed explic-
itly, while it is just done by computing the inner product of two
vectors in F with a kernel function.

Letxq, Xy, . .., Xn € R be the n training samples for KPCA learning
[19]. The ith KPCA-transformed feature t; can be obtained by

1
ti = 7ViT[k(X1 s Xnew), K(X2, Xnew), - . ., k(xn, Xnew)]T,

N

i=1,2,...,p (1)

Here, Column vectors yi(i=1, 2, ..., p; 0<p<n) is the
orthonormal eigenvectors to the p largest positive eigenvalues
A1 =Ay=...=Ap, k(X;, X;) is the calculation of the inner product of
two vectors in the hyper-dimensional feature space F with a kernel
function.

By using Eq. (1), the KPCA-transformed feature vector of a new
sample vector can be obtained.

2.2. SVM classification model

After feature extraction using KPCA, the training data points can
be expressed as (t1, y1), (t2, y2), ..., (tp, ¥p), tieRK (k<d) is the
transformed input vector, y; is the target value [19]. In the e-SVM
classification [24], the goal is to find a function f{t) that has at most
& deviation from the actually obtained targets y; for all the training
data, and at the same time, is as flat as possible. The g-insensitive
loss function denotes as follows:

0, |f(t)-y|=e

[f(t)-y|—¢, otherwise (2)

e(f(t)-y)= {

Formally the optimization problem by requiring the follows:

P
.1 *
minimize 5 Iwl® + CZ(&- +&7)
i=1
subject toy; — (W @(t;) + b) < & — & (3)

(Wo(t)+b)—y; <e—&"
éi?éf*zosi: 1327 -~~7p:C> 0

where &; and &;"are slack variables, the punishment factor Cis regu-
larization constant, &€ denotes the tube size of SVM. C and ¢ are both
determined by users empirically, the constant C determines the
trade-off between the flatness of f(t) and the amount up to which
deviations large than ¢ are tolerated.

Atthe optimal solution, the decision function takes the following
form:

p
f(6)=sgn Y (e — K (G ) + b (4)

i=1

where ¢; and «; are the Lagrange multiplier coefficients for the
ith training sample, and obtained by solving the dual optimization
problem in support vector learning [24]. The training sample for
which «; # «;* is corresponded to the support vectors, K(k;, k;) is a
kernel function, b is found by the Karush-Kuhn-Tucker conditions
at optimality.

2.3. N-RBF kernel function for SYM model

In the SVM, there are some common kernels, shown as follows,
and any of those can be chosen to achieve the boundary function.
Their detailed usages and descriptions, including parameters defi-
nitions, can be found in [25,26].

2
— [_t.
(1) Gaussian RBF kernel: K(t;, t;) = exp M ,0€R

(2) Polynomial kernel: K(t;, t;)=(a(t; - t;) + b)Y, aeR beR,deN
(3) Sigmoid kernel: K(t;, t;)=tanh(a(t; - tj)+b),aeR,beR
(4) Inverse multi-quadric kernel: K(t;, t;) = %,
il

SVM always has good performance in classification when using
RBF, which is an effective kernel function for fewer parame-
ters set and an excellent overall performance. A network record
contains dozens of attributes, and there may be significant differ-
ences between them. Therefore, when the differences between the
attributes are very big, using RBF in the training process will pro-
duce a larger number of support vectors and the training time will
be longer too.

In order to shorten the training time and improve the perfor-
mance of SVM, an improved kernel function N-RBF is developed by
embedding the mean value and the mean square difference values

o€eR
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of feature attributes in Gaussian RBF kernel function to normalize
the attribute values. The N-RBF is defined as follows:

e = my/s — - mys|

o2

K(t;, ;) = exp (5)
where m=(my, mp, ..., mj,...,my)and s=(s1, S2, ..., Sj, . .., S) are
the mean value and the mean square deviation of attributes, respec-
tively, k is the dimension of sample vectors, m; and s; is denoted as
follows:

n
1 .
i=1
1 n
5= =52 Ly—m)P =12k ™
i=1

where L;; is the jth attribute of the ith sample and n is the number
of training samples.

According to the functional theory, as long as the function K
satisfies Mercer’s condition, it can be denoted as an inner product,
and it should be a positive definite kernel. Obviously, N-RBF is a
positive definite kernel, and is a kernel function.

Consequently, the three positive parameters o, € and C are user-
determined parameters in SVM classification model, the selection
of the parameters plays an important role in the performance of
SVM model. A better approach is to apply cross validation to select
the best choices among some candidate parameters. Based on the
idea, several disciplined approaches can be used to obtain the
optimal parameters for SVM classification model, out of which,
evolutionary method such as genetic algorithm (GA), simulated
annealing algorithm and PSO algorithm, is one of the most widely
used approaches. In this paper, GA is employed.

2.4. Optimizing the SVM model parameters with GA

GA is a search technique used in computing to find exact
or approximate solutions to optimization and search problems.
Genetic algorithms, as global search heuristics, are a particular class
of evolutionary algorithms (EA) that use techniques inspired by
evolutionary biology such as inheritance, mutation, selection, and
crossover. GAs have been considered with increasing interest in
a wide variety of applications [27]. These algorithms are used to
search the solution space through simulated evolution of “survival
ofthe fittest”. These are also used to solve linear and nonlinear prob-
lems by exploring all regions of state space and exploiting potential
areas through mutation, crossover and selection operations applied
to individuals in the population.

Therefore, in this paper, genetic algorithms are used to optimize
the parameters o, € and C of SVM. And a negative mean absolute
percentage error (MAPE) is used as the fitness function for evalu-
ating fitness [24-26]:

N
MAPE — %Z

i=1

4G=dil 100% (8)

a;

where q; and d; represent the actual and forecast values, respec-
tively. N is the number of classification periods. GA is used to yield a
smaller MAPE by searching for better combinations of three param-
eters in SVM. The process of optimizing the SVM parameters with
GA is shown in Fig. 1, which is described below.

Step 1: Encode SVM parameters and initialization of population.
The three free parameters o, € and Care encoded in binary numbers
and represented by a chromosome. Each bit of the chromosome
represents whether the corresponding feature is selected or not. ‘1’
in each bit means the corresponding feature is selected, whereas ‘0’

means it is not selected. Randomly generate an initial population
of chromosomes which represent the values of parameters in SVM
model.

Step 2: Calculate the fitness function of each chromosome
according to Eq. (8).Itis evaluated by the cross-validated predictive
accuracy of the SVM model.

Step 3: GA operators, which are selection, crossover and muta-
tion. Selection is performed to select excellent chromosomes to
reproduce. Based on fitness functions, chromosomes with higher
fitness values are more likely to yield offspring in the next gener-
ation by means of the roulette wheel. The single-point crossover
principle is employed. Segments of paired chromosomes between
two determined break-points are swapped. Mutations are per-
formed randomly by converting a ‘1’ bit into a ‘0’ bit or a ‘0’ bit
in to a ‘1’ bit. The rates of crossover and mutation are probabilisti-
cally determined. In this study, the probabilities of crossover and
mutation are set to 0.8 and 0.05, respectively.

Step 4: Generate a new population for the next generation. Off-
spring replaces the old population and forms a new population in
the next generation by the three operations.

Step 5: Obtain the parameters of SVM model. If one of the
stopping criteria (Generally, a sufficiently good fitness or a given
number of generations) is satisfied, then the best chromosomes
are presented as a solution, else go to step 2.

After these steps, the optimal parameters o, € and C of the KPCA
SVM model are obtained.

3. Proposed SVM model for intrusion detection
3.1. Intrusion detection types and normalized

This paper takes the KDD CUP99 [28] as the datasets of the
experiments. The datasets can be divided into five categories which
are normal, denial of service (DoS), unauthorized access from a
remote machine (Remote to Local, R2L), unauthorized access to
local supervisor privileges (User to Root, U2R) and Probe. Each
network record contains 41 attributes, of which 34 attributes are
continuous and 7 attributes are discrete. Before the experiments,
we need to deal with the discrete attributes by counting the fre-
quency of their values and converting them to numerical attributes,
and transform all attributes into the normalized format.

3.2. Intrusion detection based on proposed SVM model

Multi-SVM classifiers are applied to intrusion detection because
of multi-types existing in network. ‘One-against-one’, ‘One-
against-all’ and ‘Binary tree’ are the popular methods in SVM
multi-class classification [24]. ‘Binary tree’ SVM classification algo-
rithm needs only k—1 two-class SVM classifiers for a case of k
classes, while ‘One-against-all’ SVM classification algorithm needs
k two-class SVM classifiers where each one is trained with all the
samples and ‘One-against-one’ SVM classification algorithm needs
k (k—1)/2 two-class SVM classifiers where each one is trained on
data from two classes [24,25]. Obviously less two-class classifiers
help to expedite the rate of training and recognition. Thus, ‘Binary
tree’ SVM classification algorithm is adopted to construct detection
model for intrusion detection.

Based on the characteristics of different intrusion detection
types, four SVM classifiers are developed to identify the five states:
normal state (Nc) and the four intrusion state (DoS, R2L, U2R, and
Probing). With all the training samples of the five states, SVM1 is
trained to separate the normal state from the intrusion state. When
input of SVM1 is a sample representing the normal state, output of
SVM1issetto+1; otherwise —1.SVM2 is trained to separate the DoS
from the other intrusion states. When the input of SVM2 is a sample
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Fig. 1. Optimizing the parameters of improved KPCA SVM model with GA.
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Fig. 2. The scheme of intrusion detection based on improved SVM model.

representing DoS, the output of SVM2 is set to +1; otherwise —1.
SVM3 is trained to separate R2L from U2R and Probing. When the
input of SVM3 is a sample representing the R2L, the output of SVM3
is set to +1; otherwise —1.SVM4 is trained to separate Probing from
U2R. When the input of SVM4 is a sample representing Probing,
the output of SVM4 is set to +1; otherwise —1. Thus, the multilayer
SVM classifier is obtained. The basic principle of intrusion detection
model based on improved SVM classifiers by combining KPCA and
GA is shown in Fig. 2.

All the four SVMs adopt N-RBF function as their kernel function,
and the parameters o, € and C are optimized with GA. The adjusted
parameters with maximal classification accuracy are selected as
the most appropriate parameters. Then, the optimal parameters
are utilized to train the SVM model.

3.3. Proposed intrusion detection model implementation

Intrusion detection belongs to classification problems in
essence, it distinguishes between the abnormal data and the nor-
mal data, and the intrusion data is of a high dimension and contains
many noise attributes. Therefore, KPCA is used to extract the princi-
pal components, SVM classifiers are applied to intrusion detection.
The proposed hybrid approach is composed of two stages: In the
first stage, the principal components are achieved based on KPCA
theory, which find an optimal subset of all attributes and delete
irrelevant and redundant attributes. The second stage is to use this
attribute subset as the training dataset and testing dataset of SVM
to perform the classification, and N-RBF kernels are used for KPCA
and N-RBF kernels are also adopted for SVM, GA is used to select
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the optimal parameter of SVM. Fig. 3 shows the procedures of the
proposed SVM classification model for intrusion detection.

4. Experimental results and discussions
4.1. Experimental description

In this section, we selected samples from the subset of KDD to
form the training and testing set. There are some performance indi-
cators for the intrusion detection system as follows: TP, FP, TN and
FN, where TP represents that the normal behavior is correctly fore-
casted, FPindicates that the abnormal behavior is judged as normal,
FN denotes that the normal behavior is wrongly thought as abnor-
mal, and TN represents the abnormal behavior is correctly detected
[17].

(1) Detection rate: DR = 75/~

(2) False alarm rate: FAR = gy

(3) Correlation coefficient: cc = TP xTN_FPxFN
TP+ EN)(TP+FP)(IN 1 FPY(TN {FN)

where DR denotes the detection rate and FAR denotes the false
alarm rate. They are important to evaluate the performance of the
intrusion detection system. In addition, we consider another indi-
cator cc, which denotes the correlation between the forecast result
and the actual situation. It ranges from —1 to 1, where 1 implies the
forecast result is fully consistent with the actual situation and —1
is on behalf of a random prediction.

The experiment was processed within a MATLAB R2009b envi-
ronment, which was running on a PC powered by Pentium IV
3.0GHz CPU and 3.0 GB RAM.

4.2. Effectiveness of N-RBF

In this section, we selected samples from the subset of KDD
to form the training and testing set. There were five data sets in
Table 1. In order to verify the effectiveness of N-RBF, the percent-
age of the normal samples in each set was different. Adopt the SVM
as the classifier. Because the choice of parameters would impact
algorithms’ performance directly, we used the python in Libsvm as
a supplementary tool. The parameter o of RBF and N-RBF is set to
be 0.00028.The parameters a, d and b of POLY are set to be 0.00028,

3 and 1, respectively. The penalty parameter C of SVM is set to be
1024. The experiment results are shown in Table 2.

As shown in Table 2, the detection rates of N-RBF and POLY are
higher, especially N-RBF. Due to the introduction of normalization,
itreduces the noise among attributes, so the detection rate of N-RBF
is higher than RBF. Secondly, the training time of RBF is dozens or
even hundreds of times of N-RBF, while the training time of POLY is
several or dozens of times of N-RBF, which indicate N-RBF has good
performance in reducing the training time and only costs a few
seconds; and the test time POLY and N-RBF cost is significantly less
than RBF. In general, although the detection effect of N-RBF is not

Table 1
Five training and test sets.
No. Training set Test set
Normal (%) Abnormal  Total Normal (%) Abnormal  Total
(%) (%)
D1 835 16.5 12560 725 17.5 11040
D2 90.5 9.5 11050 35.0 65.0 11428
D3 553 44.7 9040 57.9 421 13818
D4 939 6.1 10640 85.8 14.2 11650
D5 76.5 235 6540 649 35.1 12318
Table 2
Comparison of the performance of the three kernel functions.
No. SVM (Kernels) DR (%) FAR (%) cc TrD (s) TeD (s)
D1 POLY 92.892 0.12 0.926 28.693 1.528
RBF 89.256 0.06 0.912 456.062 158.67
N-RBF 93.867 0.0825 0.968 3.896 1.821
D2 POLY 92.259 0.10 0.897 21.266 1.484
RBF 93.551 0.025 0.914 489.625 158.63
N-RBF 95.907 0.10 0.943 3.359 1.828
D3 POLY 97.731 0.188 0.978 33.75 1.797
RBF 94.259 0.0375 0.951 174.375 116.625
N-RBF 95.669 0.0625 0.962 4.734 3.11
D4 POLY 93.333 0.08 0.958 25219 1.516
RBF 84.909 0.04 0.908 431.062 155.67
N-RBF 95.879 0.29 0.966 3.547 1.844
D5 POLY 93.122 0.625 0.938 16.016 1.531
RBF 91.894 0.0375 0.937 61.172 103.937
N-RBF 93.330 0.187 0.946 2.188 1.844
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Table 3
Comparison of the detection rates of various categories.

Method/category Normal Probe Dos U2R R2L

SVM (N-RBF) 0.9973 0.9862 0.8869 0.68 0.2484
SVM (RBF) 0.9980 0.1598 0.3628 0.04 0.0069
SVM (POLY) 0.9965 0.9532 0.5563 0.07 0.2391

greatly improved in comparison to the other two kernel functions,
it has saved lots of time in the training process, which lays the
foundation for the following experiments of the SVM.

The above experiments have not considered the attacks of dif-
ferent kinds, respectively. In order to further analyze the detection
performance of N-RBF on unknown attacks, we gave the following
experiments. First, regenerated a test set, containing more than 90%
attacks of new categories. Then we compared SVM with N-RBF, SVM
with RBF, and SVM with POLY in the experiments, and counted the
detection rates of these methods on the attacks of all categories, the
comparisons of experimental results in 30 simulation experiments
are given in Table 3.

As shown in Table 3, we can see that the three methods show
high detection rates on forecasting normal behaviors, and SVM with
N-RBF has the highest detection rates on predicting the attacks of
Probe and DoS. However, the results for detecting attacks of U2R
and R2L are all unsatisfactory. In general, the detection rate of SVM
with N-RBF on attacks of all categories is better than the other two
methods.

4.3. Experiments of novel KPCA-GA-SVM

The following experiments were done to verify the effective-
ness of the novel KPCA-GA-SVM (N-KPCA-GA-SVM). In this section,
firstly, the subset we obtained in Section 4.2 was randomly divided
into two subsets, each subset contains both the data of normal and
abnormal class, one was as the training set, and the other was as
the test set. Secondly, randomly select 10 datasets from the train-
ing subset, named from F1 to F10, as the training set, and any two
training sample sets did not intersect. Thirdly, from the test subset,
selected the normal and attack records with the same number to
form the test set.

Now, we evaluated N-KPCA-GA-SVM by comparing it with
KPCA-GA-SVM [19], PCA-GA-SVM, Single-SVM and radical basis
function neural networks (RBFNN) on the detection rate (DR), false
alarm rate (FAR), correlation coefficient (cc), and training time (TrD)
and test time (TeD). We employed four SVMs for the 5-class clas-
sification problem including Section 3.2, and partitioned the data
into the two classes of “Normal” and “Rest” (DoS, R2L, U2R, Probe)
patterns, where the rest was the collection of four classes of attack
instances in the dataset. The objective was to separate normal and
attack patterns. Repeat this process for all classes. In this paper, we
chose p eigenvectors by trial and error, which corresponded to the
first p biggest eigenvalues, to form the sub-eigenspace, satisfying:

Zf:l}"i o,
ﬁzgo/o (9)
Dzt

In N-KPCA-GA-SVM model, N-RBF kernels were used for KPCA
and N-RBF kernels were also adopted for SVM, GA method was
used to select the optimal parameter of SVM and KPCA. KPCA was
applied to feature extraction, this method aimed to map the high
dimensional original input data to a lower dimensional eigensapce,
which held the principal features and abandoned the subordinate
and noise data. In N-KPCA-GA-SVM model, by many experiments,
the parameters of the models were chosen as follows: population
size: 50, maximal iteration: 200, the probabilities of crossover and
mutation were set to 0.8 and 0.05, respectively. Through 20 simu-
lation experiments, parameters (C, o, £€)=(83.5191, 0.0907, 0.0008)
of SVM were obtained. In the other SVM model, all SVMs adopted
RBF as their kernel function, and the parameters o, &€ and C were
randomly selected. In RBFNN model, RBENN had four-layer ANN,
with 5 input neurons, with two hidden layers with 20 and 30 neu-
rons each, and 5 output neurons. The experiment results among
different algorithms are listed in Table 4.

As showninTable 4, the classification accuracies of the proposed
SVM model are superior to those of SVM classifiers whose param-
eters are randomly selected, SVM classifier for intrusion detection
by using PCA, KPCA to extract feature has a good performance in
accuracy and runtime than that without feature extraction. The
experimental results demonstrate that the features extracted by
KPCA can provide more additional discriminatory information for
improving classification performance than PCA. And dimension

Table 4
Experimental results among different algorithms.

Methods Dataset F1 F2 F3 F4 F5 F6 F7 F8 F9 F10

N-KPCA-GA-SVM DR (%) 94.226 95.302 95.188 94.264 96.302 96.377 95.302 95.302 94.280 96.032
FAR (%) 1.025 1.025 1.0 1.35 1.0 0.956 1.025 1.0 0.975 0.984
cc 0.955 0.966 0.935 0.931 0.946 0.968 0.956 0.956 0.949 0.963
TrD (s) 0.718 1.719 1.328 1.015 0.438 0.553 0.984 0.453 0.438 0.672
TeD (s) 1.985 5.546 3.391 2.719 1.105 1.11 1 1.11 1.469 1.286

KPCA-GA-SVM DR (% 92.065 93.033 92.617 93.936 94.017 95.175 93.828 92.093 90.615 93.092
FAR (%) 4.25 4.2 43 4.475 4.2 49 4.15 415 4.425 4.452
cc 0.814 0.831 0.826 0.818 0.839 0.848 0.838 0.84 0.767 0.869
TrD (s) 2.078 6.781 5.797 3.156 8.609 13.812 8.156 10.485 1.094 6.678
TeD (s) 6.218 13.641 11.719 9.266 16.938 21.328 15.532 18.969 4.656 18.254

PCA-GA-SVM DR (%) 87.403 86.567 87.529 82.475 85.995 86.45 88.166 83.346 88.615 86.658
FAR (%) 3.675 4.4 53 5.125 4.075 4.175 4.375 4.05 4.425 4.478
cc 0.867 0.891 0.879 0.789 0.832 0.835 0.880 0.810 0.867 0.852
TrD (s) 7.547 13.3 18.44 6.85 9.164 15.27 48.69 83.2 1.105 14.264
TeD (s) 16.203 14.297 19.656 13.984 14.563 36.047 30.547 30.016 5.688 24.689

Single-SVM DR (%) 86.752 77.139 76.571 81.302 75.095 79.637 76.95 75.007 78.615 80.765
FAR (%) 10.95 6.275 5.875 5.8 6.3 6.475 5.625 3.125 4.425 6.8
cc 0.754 0.729 0.73 0.771 0.712 0.748 0.737 0.724 0.767 0.762
TrD (s) 13.844 18.864 19.093 5.625 22.672 28.146 18.047 33.094 1.016 16.251
TeD (s) 14.813 26.656 23.922 20.562 42.094 43813 35.047 47.969 5.64 32.682

RBFNN DR (%) 87.063 79.236 77.139 82.265 73.265 80.983 77.654 78.278 80.142 82.247
FAR (%) 8.68 5.62 5.854 6.26 6.85 9.475 6.487 6.128 5.825 5.41
cc 0.812 0.789 0.768 0.798 0.708 0.804 0.826 0.804 0.828 0.8141
TrD (s) 18.345 20.662 15.216 13.245 24.132 26.254 19.452 31.421 2.345 15.564
TeD (s) 16.952 28.346 30.983 24.652 45.584 44.987 26.253 46.874 8.986 30.248
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reduction canimprove the generalization performance and running
time of SVM classifier. Furthermore, results also show that KPCA is
better than PCA. The reason lies in the fact that KPCA can explore
higher order information of the original inputs than PCA. By using
the kernel method to generalize PCA into nonlinear, KPCA implicitly
takes into account higher order information of the original inputs.
More number of principal components can also be extracted in
KPCA, eventually resulting in better generalization performance.

We can also see from Table 4 that the stabilities of the learning
of N-KPCA-GA-SVM and KPCA-GA-SVM are better than Single-SVM.
Compared to KPCA-GA-SVM, N-KPCA-GA-SVM is more effective in
detecting, because DR and cc of N-KPCA-GA-SVM are higher than
that of KPCA-GA-SVM. We can also see that Single-SVM needed
longer training time, because it has to do cross-judging and more
training, and the training time of KPCA-GA-SVM and PCA-GA-
SVM is in the acceptable range. And N-KPCA-GA-SVM has obvious
advantages in training time over KPCA-GA-SVM. It is apparent that
N-KPCA-GA-SVM needed less test time than another three algo-
rithms. RBFNN also obtains good classification accuracy, but RBFNN
requires large amounts of training data, and needs to adjust the
parameters of the hidden activation function, the parameters are
determined by experience or by using the optimum method to tune
the network parameters and connecting weights such as Genetic
algorithm. In addition, this table can also see that the overall perfor-
mance of N-KPCA-GA-SVM model is better than other four methods
for intrusion detection.

The above results show that N-RBF and KPCA play some role in
saving the training and test time. N-KPCA-GA-SVM is more reliable,
compared to KPCA-GA-SVM, PCA-GA-SVM, Single-SVM and RBFNN.
And it does not cause large fluctuations in detection performance.
Moreover, it can improve the detection performance.

5. Conclusion

In this paper, a Novel hybrid KPCA SVM with GAs model is pro-
posed for intrusion detection. In N-KPCA-GA-SVM model, KPCA is
adopted to extract the principal features of intrusion detection data,
and multi-layer SVM classifier is employed to estimate whether the
action is an attack. N-RBF kernel function based on Gaussian ker-
nel function is developed to shorten the training time and improve
the performance of SVM classification model, GA is used to select
suitable parameters for SVM classifier, which avoids over-fitting or
under-fitting of the SVM model occurring because of the improper
determination of these parameters. The experimental results show
that the classification accuracies of the proposed KPCA SVM model
are superior to those of SVM classifiers whose parameters are
randomly selected, and SVM classifier by feature extraction using
PCA, KPCA can achieve better generalization performance than that
without feature extraction. Furthermore, the experimental results
also show that on intrusion detection data, KPCA perform is better
than PCA. The reason lies in the fact that KPCA can explore higher
order information of the original inputs than PCA. By using the ker-
nel method to generalize PCA into nonlinear, KPCA also implicitly
takes into account higher order information of the original inputs.
More number of principal components can also be extracted in
KPCA, eventually resulting in better generalization performance.

For future work, we want to develop more algorithms of com-
bining kernel methods with some other classification methods for
pattern analysis and online intrusion detection, and research some
other optimization algorithm for SVM parameters optimization.
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